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EXECUTIVE SUMMARY

State-sponsored manipulation of the information environment has become a persistent feature of
geopolitical competition. Control over narratives increasingly delivers strategic effects comparable to control
over energy flows, critical minerals, or transport corridors. By shaping how societies interpret events, assign
legitimacy, and respond to crisis, states can influence political outcomes, weaken rivals, and alter economic
conditions without resorting to conventional force. Information manipulation has moved from the margins of
state activity into the core of power projection.

The structure of the modern information environment creates conditions that favor exploitation. Fragmented
media ecosystems, algorithmic amplification, weak oversight, and highly polarized audiences allow
misleading narratives to circulate rapidly and at scale. These vulnerabilities function in much the same way
as chokepoints in physical supply chains. Once narratives gain early traction, they shape regulatory
responses, constrain political decision-making, and influence market behavior long after the original claims
have been challenged or disproved.

Domestic information disorder has emerged as a material source of strategic risk. Conspiracy-driven
movements demonstrate how sustained exposure to false narratives can fracture political cohesion, erode
trustin institutions, and weaken a society’s capacity to respond collectively to crisis. These internal fractures
rarely remain domestic in effect. They create opportunities for external actors to amplify division, redirect
public debate, and apply pressure indirectly, increasing volatility across political and economic systems.

At the international level, disinformation has been integrated into broader state strategy. Iran and Russia
illustrate how coordinated media outlets, proxy networks, and covert digital operations are used to legitimize
state actions, undermine adversaries, and shape regional and global opinion. These campaigns rely less on
outright fabrication than on narrative saturation: selective facts, conspiracy framing, and competing
interpretations that blur the boundary between truth and falsehood. The cumulative effect is reduced
institutional trust, weakened alliances, and greater uncertainty in the operating environment.

For businesses, these dynamics translate into direct and often underappreciated exposure. Corporations
now operate in information environments where reputation, consumer behavior, regulatory scrutiny, and
security risk can be shaped by manipulated narratives rather than operational performance. Disinformation
has contributed to abrupt market reactions, long-term brand erosion, disrupted transactions, and, in some
cases, threats to executives and infrastructure. As political identity and economic behavior become more
closely linked, corporate actions are increasingly interpreted through partisan and geopolitical lenses.

Taken together, these trends suggest that information manipulation now shapes geopolitical stability and
commercial risk simultaneously. Firms that continue to treat disinformation primarily as a communications
issue are likely to remain reactive. Those that approach the information environment as a strategic variable—
alongside supply chains, regulation, and political risk—are better positioned to anticipate disruption, protect
organizational resilience, and make sound decisions in an increasingly contested global landscape.
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INTRODUCTION

The global information environment has undergone a transformation on par with the world’s major industrial,
technological, and energy revolutions. Platforms once designed to democratize communication now serve as
contested arenas where state and non-state actors deploy influence operations. Artificial intelligence
assisted content generation and unregulated social media ecosystems, allowing even relatively small actors
to run campaigns that can destabilize societies and alter political trajectories. As geopolitical tensions
deepen, information has evolved into shaping international norms and influences political outcomes without
traditional military force. These dynamics position information operations as a central mechanism of state
competition.

MECHANISMS OF GEOPOLITICAL INFLUENCE

Disinformation campaigns function as deliberate psychological operations created to shape public
perception, weaken confidence in institutions, and guide political behavior across large populations. These
operations rely on emotional triggers and false narratives that spread quickly through digital platforms. By
influencing how people interpret events, they intensify social division and undermine the legitimacy of
democratic processes. In the same way that states compete for control of critical minerals, they now
compete for control of narrative space which is the power to determine how information is understood.
Interpretations become dominant within society. This pursuit of narrative control has become a central
feature of modern statecraft, allowing actors to achieve strategic goals without direct confrontation or the
use of traditional force.

NARRATIVE DOMINACE

States work to shape the overarching narratives that define political crises, military conflicts, and diplomatic
disputes. By influencing the earliest explanations that circulate in the public, states can guide how audiences
understand motives, threats, and responsibilities. Early control of a narrative can influence long term
decision making, by justifying state actions. When a government successfully establishes its preferred
interpretation before alternative explanations gain traction, it can set the boundaries of acceptable debate
and limit the ability of opponents to reframe events.

Narrative dominance operates as a powerful form of soft coercion. An actor does not need to control every
fact or detail. It only needs to shape the interpretive lens through which the public views unfolding events. If
people accept a certain frame, they are more likely to support the policies, alliances, or security measures
that follow. This makes narrative control an essential tool of statecraft, allowing states to influence
outcomes, and legitimize their own conduct without the overt use of force.

EXPLOITATION OF STRUCTURAL VULNERABILITIES

Global information systems contain inherent weaknesses that can be exploited by both state and non-state
actors. These weaknesses include fragmented media networks that divide audiences into isolated
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information bubbles, rapid amplification systems driven by platform algorithms that limit regulatory oversight
that allows harmful material to spread with little accountability. These structural vulnerabilities create an
environment where misleading narratives can circulate faster than accurate information, and where
communities often rely on sources that reinforce existing beliefs rather than challenge them.

Hostile actors take advantage of these gaps by using organized networks of accounts, and covert messaging
channels to distribute misleading content that appears trustworthy. They often disguise their involvement
through layers of intermediaries, making it difficult for investigators or the public to trace the source of
harmful narratives. Many of these campaigns target communities already experiencing anxiety, or social
polarization, since emotionally charged groups are more likely to share provocative material without
verification. Through manipulation, hostile actors can erode trust and create confusion about what is true
and what is false, all while remaining hidden within the broader digital landscape.

ASYMMETRIC POWER PROJECTION

Information operations provide inexpensive and highly scalable methods that allow states to fracture
alliances and intensify social and political polarization. While undermining public confidence in democratic
institutions and reshape collective historical memory in ways that serve their strategic interests. These
operations can quietly destabilize societies by encouraging division and mistrust. Even though information is
intangible, it carries significant geopolitical weight because it shapes how populations understand events.
Also, how governments respond to crises and how the international community assigns legitimacy. This
influence gives states a powerful form of leverage that can alter political outcomes, weaken rivals from
within, and shift the balance of global power without the use of traditional force.

DOMESTIC INFORMATION VULNERABILITIES

Domestic movements that grow out of conspiracy driven narratives can create deep internal fractures that

foreign adversaries are quick to recognize and exploit. These movements often emerge in online spaces
where misinformation spreads rapidly and where emotionally charged content is rewarded with constant
visibility. As communities become increasingly immersed in false explanations of political events, they begin
to mistrust traditional sources of information and view public institutions as corrupt or illegitimate. This
erosion of shared reality weakens social bonds and reduces the capacity of a society to respond collectively
to crises.

The rise of QAnon provides a clear example of how information disorder can undermine political cohesion
within a democratic system. What began as a fringe community built around fabricated claims eventually
evolved into a significant cultural force that influenced voting behavior, public health decisions, and even
violent actions. The movement created a population segment that operated on an entirely separate set of
beliefs, which increased political hostility and made consensus far more difficult to achieve. Over time, this
kind of division produces long term vulnerability by creating openings for foreign actors to amplify conflict,
deepen mistrust, and steer domestic debates in ways that serve their own strategic interests.
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QAnon as a Case Study in Domestic Geopolitical Vulnerability

Although QAnon originated as a United States based conspiracy movement, it gradually expanded into a vast
and interconnected disinformation ecosystem that combined elements of political extremism, online
community building, and long-term radicalization. The movement drew people through a sense of belonging
and purpose, offering simple explanations for complex events. Presenting itself as a secret struggle between
good and evil. As more individuals engaged with the content, they created an echo chamber where false
claims were reframed towards hidden truths that only insiders could understand. Over time, this
environment encouraged deeper levels of commitment and view established institutions as enemies rather
than pillars of public life.

The growth of the movement shows how loosely moderated digital platforms create fertile ground for
unverified claims to spread rapidly and take root in the public imagination. The content informs users to often
share material without any form of scrutiny. As a result, ideas can evolve into large communities that
manipulate misinformation. The QAnon movement illustrates how sustained exposure to false narratives can
produce real world harm by encouraging distrust and motivating individuals to act on fabricated threats that
have no grounding in reality. At least 101 QAnon followers have allegedly committed ideologically motivated
crimes in the United States.

Time from Exposure to QAnon to Committing an Offence

B Less than 1 year [l More than 1 year

While aome extramiats radicalize over exlended penods of Ume, data on U.S. QAnon offenders indicare that the

majovity radicalizad in Jess than » year, and sovr e wesks

December 2025 Page |5


https://pmc.ncbi.nlm.nih.gov/articles/PMC11573309/
https://www.start.umd.edu/sites/default/files/publications/local_attachments/START%20QAnon%20Research%20Brief_24September2021.pdf

IF

Insight Forward

ORIGINS AND EVOLUTION

QAnon emerged from anonymous posts on unregulated message boards, where a figure calling himself, Q
claimed to have access to classified information about an alleged conflict involving powerful government
elites. These early posts presented vague hints and symbolic clues rather than clear statements, which
encouraged followers to interpret the messages collectively. Participants began to act as investigators who
attempted to decode hidden meanings, connect unrelated events, and build an overarching story that they
believed revealed secret battles taking place behind the scenes. This created a conspiracy model that
rewarded constant engagement, since each new message inspired further discussion, and self-
reinforcement within the community. The more fragmented and cryptic the posts were, the more deeply
followers invested in constructing their own explanations, which strengthened their commitment to the

movement.

The spread of the movement accelerated when its ideas moved from fringe message boards into widely used
social media platforms. Once QAnon content entered these larger digital spaces, it reached audiences who
had never interacted with the original forums but were drawn in by sensational claims. Influencers, content
creators, and algorithm driven recommendation systems amplified the movement by circulating selective
clips, graphics, and personal testimonies that made the story feel accessible and urgent. Over time, QAnon
evolved into a decentralized and adaptable ecosystem that linked a wide variety of unrelated conspiracy
theories into one overarching narrative. This structure allowed new ideas to be incorporated easily, which

helped the movement grow and persist even when specific claims were disproved. The networked behavior,
rapid mobilization, and coordinated messaging patterns that emerged within QAnon increasingly resembled
the dynamics often seen in state sponsored influence campaigns, demonstrating how informal online
communities can develop into powerful engines of misinformation that shape public perception and political
behavior.

PUBLIC HEALTH DISINFORMATION

During the global pandemic caused by the spread of COVID-19, QAnon networks played a major role in
amplifying false claims about vaccines, medical institutions, and public health authorities. They circulated
stories that framed lifesaving health measures as part of a sinister plot, which encouraged people to reject
scientific guidance and mistrust medical professionals. These narratives spread widely across social media
platforms, reaching millions of individuals who were already anxious about the crisis. As a result, national
responses became more fragmented, health communication became more difficult, and compliance with
essential safety measures declined. This example shows how disinformation can produce very real harm for
entire populations by shaping behavior in ways that prolong crises and endanger vulnerable communities.

BROADER IMMPLICATION

These patterns show that domestic instability created by such movements provides strategic openings that
geopolitical competitors can use to weaken societal trust, disrupt political processes, and influence
important national decisions. When a society becomes divided by conflicting information, foreign actors can
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more easily introduce their own narratives. This amplifies existing tensions, and steer public opinion toward
outcomes that benefit their interests.

INTERNATIONAL DISINFORMATION CAMPAIGNS

States across the world integrate disinformation into their broader foreign policy strategies, treating the
information space as a critical arena for long term strategic competition. Modern influence campaigns
operate across television, social media, encrypted messaging platforms, and other covert digital channels.
This allows governments to shape global opinion, weaken rivals, and cultivate loyal audiences beyond their
borders. Among the most developed systems is Iran’s Axis of Resistance information network, which
combines official state media, covert online operations, and conspiracy driven messaging to exercise
influence throughout the Middle East and in many parts of the wider international community. Through this
network, Iran seeks not only to promote its own worldview, but also to undermine the legitimacy of its
adversaries and position itself as a central power within regional politics.

Russia Iran Myanmar
CIB Networks Removed CIB Networks Removed CIB Networks Removed

Top 3 Sources of Coordinated Inauthentic Behavior (CIB) networks, 2017-2020 (Countries of Origin). Source: Facebook Threat
Report - The State of Influence Operations 2017-2020

Iran’s Global Axis of Resistance Information Operations

Iran has created an extensive and multilayered influence apparatus that rivals the information capabilities of
major global powers. This draws on a wide array of resources that include state sponsored broadcasters and
cyber units with advanced technical skills, proxy organizations that operate across several countries.

Together, these elements work to amplify narratives that support Iranian geopolitical objectives. It weakens
international criticism and strengthens the ideological coherence of groups aligned with Iran. This system is
not limited to traditional propaganda. It also incorporates selective reporting and large-scale coordination
among affiliated groups. As a result, Iran can rapidly deploy tailored narratives in response to political crises,
military conflicts, and diplomatic disputes, ensuring that its preferred interpretation of events circulates
widely and repeatedly.
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Russian Disinformation as Strategic Statecraft

Russia has built one of the most enduring disinformation environments. Its approach combines state-

controlled media outlets, covert online networks, and intelligence linked cyber units that coordinate the
distribution of misleading narratives across multiple regions. Russian information operations do not rely
solely on fabricating false stories. They work by flooding digital spaces with contradictory claims, partial
truths, and alternative interpretations that blur the line between fact and fiction. This constant exposure

weakens public confidence in democratic institutions and creates an atmosphere of uncertainty that Russia
can exploit during political crises or moments of international tension. The approach mirrors resource
competition logic since Russia uses influence operations to control interpretive space in the same way it
uses energy supplies and transport corridors to gain leverage in traditional geopolitical arenas.

Russian campaigns also adapt quickly to emerging global events by shifting narratives to exploit many things.
During conflicts involving Ukraine, for example, Russian actors circulated claims that portrayed the West as
the aggressor and depicted Ukrainian institutions as corrupt or controlled by extremist groups. These
messages spread across Europe, Africa, Latin America, and the Middle East through a mixture of state
broadcasters, proxy aligned media outlets, and networks of automated accounts that repeated the same
themes across different languages and cultural contexts. This global amplification strategy enables Russia to
push tailored narratives that fit local grievances and political sensitivities. The information appears credible
even when the underlying claims are false. By shaping international perceptions, weakening alliances, and
weaking trust in Western institutions. Russia uses disinformation as a form of strategic statecraft that
complements its military actions, diplomatic pressure, and economic coercion.

Conspiracy Driven Narrative Strategy

Iranian state media outlets such as PressTV, Al Alam, and Fars News frequently promote content that
portrays global events as the result of hidden manipulation by Western intelligence agencies, Israeli
organizations, or powerful elite networks that

Press TV: Telegram & Rumble Audien . .
° — » - secretly shape world affairs. These narratives

50000 = Telagram

o Rumbio rely on dramatic storytelling and emotionally
yecli ) ( charged claims that encourage audiences to
10000 -+ e ' guestion mainstream reporting and view

" international politics as a constant struggle
20000 +
against hostile conspiracies. The structure of

these messages resembles the psychological

0+ I ' e T patterns seen in movements like QAnon,

10000

Followers | Subscribers

at A% » N 5 N o
R G R S L N which rely on simplified explanations and
Date claims of concealed threats to draw people

Simin Kargar, “Iran’s Press TV in the foreign influence wilderness,” Digital deeper into the narrative. By presenting world

Forensic Research Lab (DFRLab), February 6, 2025, events as part of a grand and secret conflict,
https://dfrlab.org/2025/02/06/press-tv-telegram-rumble/. . .
these media outlets cultivate a sense of

urgency and mistrust that keeps audiences engaged and receptive.
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This narrative strategy enables Iran to reframe its military actions, proxy activities, and diplomatic choices as
necessary responses to external plots. When Iran supports allied groups or confronts rival states, its media
ecosystem presents these actions as defensive measures taken to protect the nation and its partners from
foreign aggression. This framing helps Iran justify controversial operations but also strengthen loyalty within
its regional network. The challenge is the credibility of international criticism. In this way, disinformation
becomes a tool that not only influences public perception but also reinforces Iran’s broader geopolitical
ambitions.

GLOBAL REACH AND REGIONAL IMPACT

The Islamic Revolutionary Guard Corps (IRGC) operates a highly coordinated information ecosystem that
blends state media outlets, including Iranian state television, with IRGC directed online networks. Together

they form a unified machinery that pushes aligned narratives through fabricated news sites. Covert personas
posing as everyday citizens and channels tied to proxy groups across the region. By presenting curated

— messages as if they originate from

A wealth of misinformation independent sources, this system

Countries affected by soclal-media misinformation campaligns, 2020
: creates the appearance of

>

:\1 1 ™

Source: The Economist

widespread and authentic support for
Iranian viewpoints. It repeatedly
circulates claims that political unrest

and regional instability are the result
of interference from Western
governments. At the same time, it
frames Iran aligned groups as
legitimate defenders of sovereignty
and regional order rather than
extensions of Iranian military power.

Iranian disinformation efforts now
extend across several continents and
influence a wide range of political environments, demonstrating the global scope of the country’s information
strategy. In Europe, Iranian aligned outlets and covert networks circulate false allegations that attempt to link
the North Atlantic Treaty Organization (NATO) to acts of terrorism or covert destabilization. Hoping to fuel
skepticism about collective defense structures and weaken public support for Western security cooperation.
In various regions of Africa, Iranian messaging frequently portrays Western counterterrorism missions as
operations that undermine national sovereignty. While exploiting local resources or creating instability rather
than addressing genuine security threats. These narratives are designed to resonate with communities that
already feel marginalized or distrustful of foreign involvement, making them more likely to question
established partnerships with Western states. In Latin America, Iranian channels promote conspiratorial
claims suggesting that the United States and Israel develop secret biological weapons programs that target
specific populations. A narrative tailored to exploit long-standing suspicions about foreign intervention in the

region. These messages succeed not because they are credible but because they tap into existing grievances
and historical memories that make certain audiences more receptive to sensational claims. This approach
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closely mirrors the way movements like QAnon gain influence by targeting vulnerable groups and amplifying
fears that already exist within society. By identifying and manipulating these points of social tension, Iran can
insert its preferred narratives into public conversations. Shape regional attitudes toward the West and build a
foundation of mistrust that ultimately serves its broader geopolitical goals.

IMPACTS ON CORPORATIONS

Corporations have become direct targets in the broader information environment as hostile actors apply the
same strategies used in political and geopolitical influence campaigns to private firms. State sponsored
groups and malicious online networks spread fabricated claims about corporate leaders, products, and

business practices. Damaging public trust provokes emotional reactions, and shape consumer behavior.
These narratives often gain traction quickly because they exploit polarized social climates and rely on
sensational content that spreads more rapidly than verified information. As a result, corporations can face
sudden reputation shocks that are difficult to counter once false narratives have taken hold.

The consequences for businesses extend well beyond public relations challenges. Disinformation has

triggered major declines in stock value, disrupted mergers and acquisitions, harmed market confidence, and
led to long-term brand erosion. Politically motivated backlash and consumer boycotts have also intensified
as audiences increasingly interpret corporate behavior through partisan lenses. Companies that take public
stances on social issues may gain loyalty from some consumers but face severe retaliation from others,
creating an unpredictable environment where market performance is directly influenced by the spread of
misleading or manipulated content.

In the most serious cases, corporate reputation warfare can escalate into security threats. False claims and
conspiratorial narratives have encouraged harassment, threats toward executives, and even plots to damage
physical infrastructure. Some corporations have faced bomb threats or real-world attacks after
misinformation linked their products or policies to extremist causes. These incidents show that
disinformation now affects every dimension of corporate risk, from financial stability to employee safety. To
influence operations continue to evolve, companies must treat information threats as strategic risks that

require constant monitoring, cross departmental coordination, and rapid response capabilities.

RISK ASSESSMENT

The expansion of disinformation campaigns poses a growing threat to national security, political stability, and
the broader international system. Both state and non-state actors take advantage of a fractured and fast-
moving information landscape. Some societies become increasingly exposed to manipulation that can
distort public understanding and weaken trust in major institutions. These challenges resemble the
vulnerabilities created by dependence on critical resources because disruptions in the information
environment can trigger wide reaching effects. The speed with which false narratives spread makes these
risks even more severe, since governments often struggle to respond before harmful claims shape public
opinion or influence policy discussions.
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New technologies have made this landscape even more difficult to manage. Artificial intelligence tools,

automated accounts, and targeted data strategies make it possible for influence campaigns. The authentic
look and reach specific groups with messages designed to provoke strong emotional responses. When these
tactics operate in an environment with inconsistent oversight and limited regulations, they will be effective.
The false information can circulate long before anyone validates it. This allows hostile actors to guide
conversations and weaken public confidence without revealing their involvement.

The consequences extend far beyond misleading news stories. Disinformation can weaken democratic
institutions when people no longer trust the legitimacy of elections or the accuracy of official information. It
can deepen divides within communities and make consensus on major issues far more difficult to achieve.
These internal fractures then create opportunities for foreigh competitors to introduce their own narratives
and influence international decision making at moments when societies are already struggling to maintain
cohesion.

This problem is not limited to politics. False information can disrupt emergency response efforts and even
influence financial markets during periods of uncertainty. In times of crisis, these disruptions can slow the
delivery of essential information. This will create confusion and cause the public to question the guidance of
experts or government officials. As adversaries gain a better understanding of how to exploit these moments,
the potential impact becomes even more concerning.

If governments and private sector actors do not invest in stronger safeguards and better communication
systems, the information environment will remain an open space that rivals can use to weaken institutions
and shape strategic outcomes in their favor. Addressing these risks requires a coordinated approach that
includes public education and clearer standards for how major platforms handle misleading content.
Without these efforts, states will continue to respond after the damage has already been done, leaving the
balance of influence in the hands of those who benefit from misinformation rather than those committed to
stability and transparency.

CONCLUSION

Disinformation has evolved into a central instrument of geopolitical competition. Functioning in a manner
similar to the control of strategic resources or essential mineral supply chains. States now view the
information environment as a full domain of conflict where influence and destabilization can be pursued
without the deployment of conventional military force. The ability to shape public understanding and erode
the credibility of rival governments becomes a form of power that is both flexible and far reaching.
Information is no longer a secondary concern or a mere tool of persuasion. It has become an arena in which
states compete for long term advantage, using psychological strategies to alter how societies interpret
events and respond to global challenges.

The case studies in this report highlight the dual nature of this challenge. On the domestic side, movements
such as QAnon show how widespread misinformation, conspiracy focused communities. While showing
digital radicalization can fracture social cohesion and undermine trust in public institutions, it can be difficult
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to understand. When citizens become divided by incompatible understandings of reality, they are more
vulnerable to manipulation and more susceptible to foreign narratives designed to intensify unrest. On the
international level, Iran’s expansive information network demonstrates how states use structured and
coordinated campaigns to legitimize their own activities. This system operates on a global scale and proxy
aligned groups in order to shift public opinion and challenge the narratives promoted by rival governments.

These operations take advantage of fundamental weaknesses across modern information ecosystems,
including fragmented media environments. By relying on emotionally charged claims and conspiratorial
storytelling, disinformation campaigns can bypass rational analysis and move directly to the emotional core
of public belief. The consequences of these strategies are far reaching. Democratic institutions become
weaker as public trust erodes; international alliances become strained as misleading narratives take root.
Political environments become less stable, and policy decisions become vulnerable to manipulation by both
domestic extremists and foreign competitors.

Addressing these risks requires a sustained and coordinated response that mirrors the governance models
used to protect critical supply chains and other national security assets. Governments must strengthen
cooperation across agencies and build durable partnerships with private sector actors. The improvement of
oversight of major digital platforms and development of long-term plans to increase societal resilience
against manipulation. This includes investments in public education and early detection systems capable of
identifying coordinated influence campaigns before they cause lasting damage. In the emerging era of
geopolitical rivalry, the ability to shape and defend the information environment is not only an advantage. It is
a strategic necessity that will influence global power relations for decades to come.
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